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The Harms of Individualistic Privacy 

 

 In early June 2013, Edward Snowden revealed thousands of classified documents 

from the National Security Agency (NSA) to the public, thereby exposing previously 

unknown cases of mass surveillance apparatus run by the United States and other 

countries. As the documentary Citizenfour details, Snowden’s leaks unveiled massive 

invasions of our privacy: “the US government has the ability to get not only metadata, 

but the actual content of your emails or what you say on the phone, the words you type 

into Google searches, the websites you visit, the documents you send to colleagues” 

(1:28:26). Such fearsome assertions spurred debate on how to guarantee our so-called 

right to privacy, which appeared undoubtedly under attack after Snowden’s disclosures. 

Endless discussions on this matter filled the newspapers, the television, and the streets. 

But what exactly is privacy? Many conceive privacy as a fundamental right that we ought 

to possess, and yet the concept of privacy appears to be elusive. Moreover, strange as it 

may seem today, the right to privacy in legal terms is a fairly modern invention. The first 

document that advocates for the need of legislation to protect the right to privacy dates 

back only to 1890 (Warren & Brandeis). A historical approach to this topic shows how 

the concept of privacy itself has been practically nonexistent until the modern era. Not 

only does it seem to be a modern concept, but also a Western one. A cultural analysis on 

this topic indicates that the notion of privacy is unfamiliar to many non-Western 

countries. Interestingly, almost all Central Asian languages such as Russian or Mongolian 

did not even have a word for privacy until the 20th century (Anderman & Rogers).  

If the right to privacy is not a long-established idea, how did it originate? Through 

a historical, cultural, linguistical, and legislative analysis, in this paper I argue that our 

current notion of the right to privacy is rooted in the individualism that is at the very core 

of our modern liberal society. This individualistic perspective on privacy has exceedingly 
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increased in the 21st century due to the massive collecting of personal data by corporations 

and governments by means of new technologies. Our current individualistic approach 

towards privacy and our treatment of personal data as private ownership is actually 

advantageous for the economic elites because it helps convert data into a commodity in 

the capitalist market. Therefore, I conclude that we should shift the concept of privacy 

towards promoting it as a public good. 

 As noted by journalist E. L. Godkin, “privacy is a distinctly modern product” 

(Solove & Schwartz 12). Actions that we now consider extremely private, such as having 

sex or bathing, were publicly performed throughout history (Ferenstein), and in Ancient 

Rome there were no partitions between the individual latrines (Hongladarom 37). 

Moreover, most ancient houses only had one room that was shared by all the family, and 

individual beds did not exist. Historian Lawrence Friedman also explains how “medieval 

people had no concept of privacy. They also had no actual privacy. […] Privacy, as idea 

and reality, is the creation of the modern bourgeois society” (Hongladarom 29). 

Interestingly, this historical lack of privacy is very related to the communal organization 

of societies before the apparition of nuclear families. In fact, the modern rise of privacy 

concerns goes hand in hand with the modern social structure consisting of small nuclear 

families, which, according to historians and sociologists, appeared as “a consequence of 

the urban-industrial revolution” (Greenfield). Friederich Engels famously related this 

origin of the nuclear family to the origin of capitalism in his book The Origin of the 

Family, Private Property and the State by providing a historical background based on 

anthropologist Lewis H. Morgan’s thesis in Ancient Society. Therefore, this first historical 

approach is already pointing towards the liberal origin of the concept of privacy. 

 The notion of privacy is not only historically recent, but linguistic and cultural 

approaches show how it is also a Western concept. Many languages had to create a word 
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for privacy in the modern era: Japanese imported the word privacy (Naka & Tamura 33), 

the Thai culture assimilated the word in the 19th century (Kitiyadisai 1), and languages 

such as Russian, Mongolian, and Latvian also lack the word.  “The most recent Mongolian 

translation, gantsaardal, actually means loneliness” (Trubetskoy), and Indonesian has 

borrowed the word privasi from English (Anderman & Rogers). Translator Professor 

Peter Newmark points out that privacy is a “classically untranslatable” lexeme, or root 

(Anderman & Rogers 73).  

Scholars also agree on the Western origin of the concept of privacy, and some 

even see it as another form of Western colonialism (Burk 8, Hongladarom 4, Fuchs 225). 

In China, “privacy as a matter of individual autonomy may be relatively unimportant” 

(Burk 10), and in Thailand “individualistic privacy is said to have no place”       

(Kitiyadisai 2). It is important to note that these two authors point out how individualism 

is an intrinsic trait of the Western concept of privacy, and Burk even emphasizes that 

“numerous […] ethnic groups have displayed a preference for communal” approaches in 

the Non-Western world. Such preference for the communal is coherent with the historical 

lack of individualism in pre-industrial societies in which nuclear families were not the 

norm. But even in the Western world, Europe and America also disagree on their views 

of privacy. As noted by Law Professor James Whitman, the European idea of privacy 

comes from the need to preserve dignity (the public image) whereas in America it is more 

“oriented towards values of liberty”, especially against the state (Whitman 1161). 

However, both the European and the American approaches are individualistic – it is 

individual dignity and individual liberty that we are concerned about.  

In fact, this individualism is already present in the very first legal source that 

conceived the right to privacy – Samuel Warren and Louis Brandeis’ text The Right to 

Privacy from 1890. In this document, privacy is defined as “the right to be let alone” 
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(Warren & Brandeis 193), and the authors justify its importance by claiming that privacy 

protects each individual’s “inviolate personality”, thereby finding the right to privacy as 

“the right to one’s personality” (Warren & Brandeis 207). This “right to be let alone” 

understands privacy as a purely individual right, and an individualistic approach persists 

in the entire text, such as the claim that “the individual is entitled to decide whether that 

which is his shall be given to the public” (Warren & Brandeis 199). Dorothy Glancy 

analyzes in The Invention of the Right to Privacy how individualism is at the very core of 

their legal conception of the right to privacy: “deeply rooted in the 19th century’s classical 

liberal tradition of individual rights, Warren and Brandeis saw the individual as the basic 

unit of society” (Glancy 21). The author notes how the word “individual” is endlessly 

repeated in Warren and Brandeis’ text and argues that the two lawyers conceive the right 

to privacy as one of the “fundamental rights which made up part of an individual’s basic 

individualism” (Glancy 23).  

This original individualistic approach on the right to privacy in Warren and 

Brandeis’ text has permeated almost the entire subsequent scholar literature on this 

subject. Since their definition of privacy as “the right to be let alone”, multiple definitions 

have been employed to describe the same right without any established consensus. The 

late law Professor Alan Westin of Columbia, one of the major figures in the topic of 

privacy, defined it as “the voluntary and temporary withdrawal of a personal from the 

general society through physical or psychological means” (Holvast 16). Daniel Solove 

finds six definitions of privacy: the right to be left alone, limited access to the self, 

secrecy, control over personal information, personhood, and intimacy (Fuchs 224). Other 

philosophical texts relate privacy to personhood and the inner self (Reiman), and 

Snowden himself defines it as “the right to the self”. While the various definitions of 

privacy may seem very distinct, there is one aspect that they all share – individualism. 
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But when does this individualism that manifests in all historical, linguistical, 

cultural, legislative, and academic sources originate? It is not Warren and Brandeis who 

first imagined the man as an individual, for they were already heirs of the modern 

liberalism that emerged in the 17th century. The conception of the man as an individual 

has its origin in the liberal texts of political thought lead by John Locke and John Stuart 

Mill. Political scientist C. B. Macpherson explores in his book the concept of possessive 

individualism  ̧which he claims to be the very foundation of liberalism. As analyzed by 

Ian McKay, Macpherson’s argues that the proponents of liberalism conceive human 

beings as the natural proprietors of their own capacities. Macpherson states that “the 

relation of exchange (the market relation) is seen as the fundamental relation of society. 

[…] Even life and liberty as considered as possessions, rather than as social rights with 

correlative duties” (McKay 310). Therefore, since human society “consists of a series of 

market relations”, the individual is free as long as he is a proprietor, and the individual 

owes nothing to the society (Taylor 242). Christian Fuchs agrees in Towards an 

Alternative Concept of Privacy on the individualistic roots of liberalism, and thereby 

argues that “privacy has been characterized as a value that is typical for liberal 

worldviews”, and therefore “John Stuart Mill has in its political economy introduced he 

notion of privacy in relation to private property” (Fuchs 226).   

This critique of the liberal tradition and the modern individualistic man as well as 

its relations to private property reveals the connection between privacy and the political 

economy of capitalism. Karl Marx provides evidence for such connection building up to 

the individualistic origin of privacy. Marx sees our modern society not only as 

individualistic but also as egoistic and argues that the “right of liberty is the right of 

private property”, which ultimately is the “right of self-interest” (Marx 236). He claims 

that the liberal notion of privacy and the private sphere benefits the private accumulation 
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of wealth (Fuchs 227), for “the concepts of privacy and the private sphere are ideological 

foundations of the modern class structure” (Fuchs 228). Philosophers Arendt and 

Habermas also find a connection between privacy and the political economy of 

capitalism. Arendt finds liberal privacy concept to be atomistic, while Habermas argues 

that privacy is an “illusionary ideology” that in reality functions as a “community of 

consumers” (Habermas 157). 

This relationship between privacy and private property as pointed out by Marx, 

Arendt, and Habermas distinctly appears in the sources that have considered so far in this 

paper. Warren and Brandeis precisely defend the need for the right to privacy by 

explaining how “property has grown to comprise every form of possession – intangible, 

as well as tangible” (Warren & Brandeis 193). DeVries also notes that traditionally, 

privacy was implicit on “legal or social protection of personal property” (DeVries 284), 

and Holvast sees the “ownership or possession of land” as the origin of the concept of 

privacy (Holvast 15). Philosopher Judith Thompson goes even further and sees the right 

to privacy as derivative from the right to private property (Reiman 27). Going back to the 

cultural analysis of privacy, Burk explains how the Chinese aversion for privacy and 

intellectual property was “reinforced by a communist ideological suspicion of the US 

market-based approach of propertization” (Burk 9). Historians also support this 

connection between privacy and private property: “The conception of the Romans […] 

geared more towards the sense of private as in private property”. The author argues that 

this conception of privacy is still present today “with the legal recognition of the 

individuals’ right to property” (Hongladarom 11). All these sources point out to the 

distinct relationship between privacy and private property. 

Indeed, this connection between privacy and private property is reinforced in 

current legislation on copyright materials and the so-called intellectual property. For 
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some authors, ongoing issues with data privacy legislation could be solved by treating 

data as a property right: “people should own information about themselves, and, as 

owners of property, should be entitled to control what is done with it” (Litman 1283). 

Professor Kenneth Laudon proposes the establishment of a regulated National 

Information Market (NIM) to allow “personal information to be bought and sold”, and 

some laws have already been endorsed following this trend (Strandburg & Raicu 106)  

This notion of private property that is widely described as one of the key 

components of liberalism goes hand in hand with the concept of privatization. Becky 

Mansfield finds privatization not only to be one of the many aspects of neoliberalism, but 

what “helps hold them together” (Mansfield 394). Privatization is often used to describe 

a “transfer in control and/or ownership of business and industry from the public realm to 

the private” (Mansfield 393). That is, privatization makes things “into property”, and one 

of the archetypal examples of this practice is the enclosure of land in England and 

Scotland in the 18th century (Mansfield 393). James Boyle draws a clear comparison 

between the enclosure of land and our current notion of intellectual rights, as he argues 

that “we are in the middle of a second enclosure movement […] the enclosure of the 

intangible commons of the mind” (Boyle 37). Similar to the liberal origin of privacy, the 

underlying economic motivations for the creation of intellectual property rights is clear: 

“intellectual property rights (IPRs) have developed a new sub-field of international 

political economy” (May 1), and many have emphasized the link between trade and IPRs 

(Maskus & Penubarti).  

The emerging of the Internet and related new technologies in the 21st century has 

brought this pathological obsession for privatization to a whole new and very worrying 

level: privacy now inevitably entails protection of personal data, and therefore our entire 

personal data is now treated as a commodity. Nowadays, any action that we perform can 
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be traced back and turned into an economic asset that can be traded because of its 

informational value. As Christopher May observes, we now live in an “information 

society”, and in such personal data has become a modern form of capital. The MIT 

technological review examines this new property of data and concludes that data is on the 

same level as financial capital and that for most companies, their data is their single 

biggest asset. In fact, they find that intangible assets in the US are valued at 8 trillion 

dollars. Again, the relation between privacy (in this case in the form of personal data) and 

the capitalist market is unequivocal.  

But who is to blame for the exceeding increase of our concern for privacy in the 

past few years? The answer is clear: corporations and governments. Firstly, it is them who 

have turned personal data into capital, because they are the ones who maximize profits 

by exploiting personal data. Second, it is this same desire of capital accumulation that has 

caused the apparition of an extremely harmful apparatus revealed by Edward Snowden: 

mass surveillance. As also noted by Fuchs, the exploitation of data by consumers is used 

by companies with the sole purpose of maximizing economic benefits, for example 

through the usage of this data for advertising purposes. Corporations also use this 

surveillance to investigate and control their workers, again with the intention of 

accumulating more capital. Recent controversial cases, such as Amazon watching 

employees and Facebook selling data to Cambridge Analytica, show how this bitter 

reality, which Shoshana Zuboff calls “surveillance capitalism”, is present more than ever. 

Kirstie Ball and Laureen Snider also explain that “commerce has shaped and continues to 

shape surveillance, since corporations are those that funded, designed, legitimized and 

built the machineries of surveillance that exist nowadays” (Garrido 158). Surveillance has 

enormously helped in turning personal data into a commodity, and it is essential to realize 
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that our current fixation with data privacy rises uniquely because corporations and 

governments have converted personal data into a financial asset.  

This surveillance that is so embedded in our current society is not a type of 

surveillance in which everyone watches and controls everyone – similar to a Panopticon 

as detailed in the theories of Jeremy Bentham – but it is rather a hierarchical one. It is the 

workers and the consumers who are under surveillance; not the wealthy or the economic 

elites. In fact, common fraudulent activities by the highest corporations and individuals 

benefits from the current lack of surveillance towards the economic powers. One clear 

example, as detailed by Fuchs, is the anonymity of bank accounts and transactions in 

countries like Switzerland, Liechtenstein, Monaco, or Austria. The Swiss Bankers 

Association sees “bank anonymity as a form of financial privacy that needs to be 

protected” (Fuchs 230). The author thus argues that “economic surveillance is deeply 

embedded into the antagonisms of capitalism”, for “privacy in capitalism protects the 

rich, companies, and the wealthy” (Fuchs 230). Those who surveil are never being 

watched. 

 Therefore, as paradoxical as it may seem, our current understanding of privacy 

does not stand against mass surveillance; on the contrary, it reinforces it. We have become 

paranoid with privacy protection while corporations are taking profit of this capitalistic 

approach of the concept of privacy. The more concerned we become about privacy, the 

more we legitimize and strengthen the privatization of our personal data, when in fact we 

gain absolutely nothing from it. Sami Coll agrees with this conclusion and argues that 

“privacy, rather than serving only as a countermeasure against surveillance, can also be 

seen as its partner-in-crime” (Coll 1250). It is the same government that creates mass 

surveillance mechanisms that then approves laws on privacy protection. Going back to 

the already examined concept of individualism, Coll states that “the more it is said about 
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privacy, the more consumers focus on their individuality, […] which shapes them as the 

subjects of control”. Moreover, as Zuboff notes, privacy rights “can then be invoked as 

legitimation for maintaining the obscurity of surveillance operations” (Zuboff 83). In 

conclusion, our individualized notion of privacy permits the trading of our personal data 

(from which we obtain no benefits) while it protects corporations and governments from 

being surveilled.    

The question is then, what is to be done? Steve Mann developed the concept or 

sousveillance in the early 21st century to solve one of the problems that was pointed out: 

the lack of vigilance over corporations and governments (the modern interpretation of the 

Roman phrase Quis custodiet Ipsos custodes? by Juvenal – who watches the Watchmen?). 

Sousveillance refers to the new technologies that any common citizen can now possess 

(like small wearable cameras) and that are intended to “watch from below” (sous comes 

from the French word below as opposed to sur). In the line of the previous discussion on 

the elite’s power of mass surveillance, Mann also noted that “over the past 30 years, peer 

discrimination has decreased, while institutional and organized discrimination has 

intensified” (Mann 1). Therefore, with these sousveillance technologies Mann hoped to 

bring political change and to avoid the “information asymmetries”, thus reaching a state 

of “equiveillance” between the authorities and the common citizens (Mann 8). 

Nevertheless, while this state of “equiveillance” would at least ensure a more balanced 

society in terms of power, our fixation with privacy would only increase. Not only would 

we be concerned about being watched from above, but we would also become paranoid 

about surveilling everything around us and be suspicious of one another. Moreover, it 

would not solve the other part of the problem: the obsessive treatment of personal data as 

a financial asset.  
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After all the considerations made throughout this paper, only one solution 

emerges: we must abandon our private and individualistic conception of privacy and turn 

privacy into a public good. Privacy perfectly matches the three characteristics of public 

goods: non-rivalry, non-exclusivity, and collective consumption. We should approach 

privacy as a common and collective value, instead of a private and individual one. Besides 

the fact that this new perspective on privacy would put an end to our pathologic 

privatization of ourselves and our personal data, two more arguments show why privacy 

should be considered as a public good. Firstly, as highlighted by Fairfield and Engel, the 

individualistic perspective on privacy “does not focus on the spillover effects of 

information that is not just about me, or you, but us” (Fairfield & Engel 407). Secondly, 

private goods are usually produced by the private sector, when in the case of privacy, it 

is us who “produce” personal data which is then used by the private sector for its sole 

profits.  

As shown throughout this paper, individualism is at the very core of our notion of 

privacy, which has brought about our current obsession with privacy protection to protect 

ourselves from the capitalist market. Only by returning to this very core and by 

abandoning our individualistic approach can we solve our current detrimental situation. 

If we do not turn privacy into a public good, it is very likely that we will eventually enter 

the data market and begin to buy and sell our own privacy. Not only would this be the 

most dystopian expression of capitalism, in which we would become financial assets 

ourselves, but it would also create social inequalities between the information rich and 

the information poor. Privacy should no longer be considered as an individual right, but 

rather as a common good that ought to be protected for the sake of our entire society. It 

is our duty to liberate from the chains of privatization and individualism in order to attain 

a right to privacy that is accessible, reasonable, and just.  
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